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A CASE STUDY:
Leveraging data to deliver on our

HOW we are US|ng AWS tO fomoc experience promise — alerts,
API Gateway Pl Gateway notifications, reminders
making everyday banking more
DynamoDB (#) pynamos delightful and helpful
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Continuous Compliance - Examples

Amazon CloudWatch Events triggering AWS Lambda g @ g & g & g @
Reactive Lambda Functions

Amazon EBS volume encryption — unencrypted volumes automatically deleted
Snapshot ingress — delete snapshots copied from doutside the account

SGs on ELBs — automatically apply a security group based on the ELB configuration
Bucket policies — automatically apply a bucket policy to prevent accidental exposure

Amazon EC2 instance termination — react to event and clean up systems — DNA, AD, Chef,
etc.

Educational: The right way is the only successful way. Most often, users are not

malicious, but misinformed. Good security can be driven by having well-educated
users.
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Fully Automated Pluggable but No Lock In Immutable Secure
COI’IVOy Infrastructure Opinionated Infrastructure By Default
L. as Code and Containers
Key Principles
The entire stack is automated The framework There is no lock in to the We make use of The framework is highly

using infrastructure as code, proposes best-of-breed | framework - it is a thin immutable server images | secure, making use of all
including compute, network, open source tools. wrapper around best of breed | and application platform features for
storage, applications and open source tools such as containers to support security.
development tooling. But anything is Packer, Terraform and consistent environments
pluggable and Docker. and application Italso incorporates
Swappable. e as code to

It is not limiting in any way. achieve compliance and
We can drop out of it at any governance.
time and into the underlying

tools.
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